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MOTIVACAO

« Tendéncia do mercado - Digitalizacao
« Geracao: operacao remota
« Transmissao: subestacoes digitais
« Distribuicao: medidores inteligentes
« JoT — Internet of Things
 Industria 4.0
« Dados

Technology

» Especificagoes Figure 1:
« Equipamento: hw, sw, painel The Security Triad
« RH: Profissionais Habilitados

Fonte: ISAGCA Quick Start Guide FINAL



DEFINICAO: TI x TO

Tecnologia da Informacao Tecnologia da Operacao
(TI) (TO)
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MOTIVACAO PARA ATAQUES CIBERNETICOS
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Financeiro Hackers

Fonte: -l;|-Recorded Future
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Fonte:
https://www.wired.com/2015/02/nsa-
acknowledges-feared-iran-learns-us-
cyberattacks/

Fonte: https://destination-
yisrael.biblesearchers.com/destination-
yisrael/2010/11/nuclear-iran-crumbling-
by-the-stuxnet-malware-virus.htmi

ALGUNS CASOS

Iran has revealod (o the UN. nuciear walchdog the existonce of a second
uranium encichmeont plant. S~
& Nuclear taciity sites
are approomate

Fonte: https://www.bbc.com/news/technology-38573074
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NEIIRC

NIST

National Institute of
Standards and Technology

INSTITUTOS/NORMAS

NERC CIP

Cyber security framework to
support reliable operation of
the bulk electric system

NIST 800-53
Recommended security
controls for federal information
systems and organizations

NIST 800-82

Guide to Industrial Control
Systems (ICS) Security
(SCADA, DCS, PLC..))

IEC 62351: Cyber security standards
for power system

communications (IEC 61850, 60870,
61970, 61968).

>TC57;

»Aproximadamente 11 partes.

»IEC 61850 / IEC 60870-5-104 / DNP3;

ISA 99 / IEC 62443: Security for

industrial automation and control

systems.

»TC 65;

»Aproximadamente 13 normas;

»Tecnologias, processos, sistemas,
desenvolvimento de produto, etc.
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EVOLUCAO TECNOLOGICA EM REDES INDUSTRIAIS
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EVOLUCAO TECNOLOGICA NO CONTROLE DA GERACAO
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Protocolo 2
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Plataforma POWER (G1) Protocolo 4
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POR FIM...

» Resiliéncia — Planos de Restabelecimento

 Implementacgao de politicas de seguranca

* Pessoas: Treinamento, treinamento, treinamento
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p. CASE: SEGURANGA CIBERNETICA EM CENTRAL NA ARGENTINA
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CASE: SEGURANCA CIBERNETICA EM CENTRAL NA ARGENTINA
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CASE: OPERACAO REMOTA DE CENTRAIS HIDRO
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CASE: OPERACAO REMOTA DE CENTRAIS HIDRO
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